
Communication History with Lastpass Premium Support RE Serious Security Concerns 

 

2011-03-01 04:06 

Me to Lastpass: 

I'm wondering if you can give me some information on how lastpass saves information. 

I have multiple logins for some sites and it seems that lastpass saves some form fields without asking me, 

which then break the autofill function for some of my other logins. 

My specific example is that I shared 2 passwords with someone else. They had only those 2 passwords for 

that domain. 1 password had a username and password, the other only had a password. At some point, 

Lastpass saved a 'password' form field for the one with username and password which meant he could no 

longer log into the one with both username and password. 

Is it possible to force lastpass to not save any changes without asking you first? 

Thanks, 

Fergus 

 

 

2011-03-01 13:13 

Me to Lastpass: 

If you have replied - I can't see it here. 

 

 



I received an email saying someone had replied, but I could not see their reply from my side. I contacted 

them by email and sent them a screenshot showing that I could not see their reply. 

They then took a screenshot of their reply from their side and emailed it to me (shown above) 

 

 

2011-03-03 09:53 

Me to Lastpass: 

OK thanks. Is there a way to do this for passwords which have been imported? 

 

 

2011-03-14 11:42 

Lastpass to Me: 

Yes, you should be able to do this for passwords that have been imported. Please let us know if we can be 

of further help. 

Amber 

 

 

2011-03-15 06:44 

Me to Lastpass: 

Can you let me know specifically how to do this? I can't find this option. Thanks. 

Also - what is your standard response time for 'Premium' support? My last question took 11 days to be 

answered. 

 

 

2011-03-15 10:29 

Lastpass to Me: 

Do you mean how to share passwords that have been imported, or how to be alerted of changes? 

Our standard response time is about 24 hours, but we've had a heavy support load recently. Premium 

always gets first priority. 

Amber 

 

 

2011-03-15 10:41 

Me to Lastpass: 

I'd like to know how to stop Lastpass changing any form field data such as the URL or any 

username/password for imported passwords. The data I imported is accurate and Lastpass is overwriting it 

without confirmation and making it inaccurate. 

 

 



2011-03-16 14:33 

Lastpass to Me: 

When we import passwords from your browser or from another password manager, we only get at most 3 

things: username, password, and URL. 

We don't get the full details of the login form on the page. 

(eg: the actual page might have 2 usersnames, 2 passwords, a checkbox, a select box....or even 2 different 

forms...) 

Also, some of the information might not be supplied (blank username), or incorrect (URL is to the main site 

and not the actual login page). 

This causes us issues as we can't provide 'autofill' and 'autologin' features. 

So, after importing, the first time you login to a site, we try to capture the information we are missing. 

If the credentials you log in with match the credentials of a site already in your vault, then we augment the 

data. 

In every case where this occurs, the data we capture should be better and more accurate. 

If you can provide us details where this is not the case, please do: (provide us the URL of the website and 

steps to recreate). 

We don't allow you to disable this 'updating' feature as it's core to our featureset: autofill, autologin, and 

assisting password changes. 

 

Two things of importance to note: 

- If we end up changing the username or password, then we keep a copy of your old credentials around 

and you can view them at any time. 

See http://helpdesk.lastpass.com/password-manager-basics/username-and-password-history/ 

- If you want to keep the original username or password (or other information) as part of the site, you can 

add arbitrary text in the 'Notes' section. 

 

Last thing to mention: 

You might also try going to the site, entering in your credentials and other form inputs, and then using 

'Save All Entered Data' to save your site. If you do this, then we save an exact copy of the form fields -- like 

taking a photo of the form and exactly what you entered. 

Please see the video here: http://helpdesk.lastpass.com/login-problems/ 

If you still are encountering issues with how things are done, please provide us a concrete example with 

URLs. 

Thanks. 

 

 

2011-03-18 05:19 

Me to Lastpass: 

Hi, 

Thanks for giving me a comprehensive response - I really appreciate it. 



Unfortunately we have sites where we want to save a password, but not a username. For example, when 

we want to log into a customer's account with a master password, we want to enter the customer's 

username and our master password. Therefore the username changes every time, the password does not. 

I'm guessing that Lastpass would not support this functionality? 

 

Also, I've just witnessed a strange occurrence. I have 5 PayPal accounts. A personal one, a business master, 

and 3 business employee sub-accounts. 

I share the 3 business sub-accounts with the relevant employees. 

This morning, one of my employees had my personal PayPal account username in his business sub-

account. He was able to successfully log in with this data. 

I viewed the record on my account, changed the username only to be his correct username and now he is 

able to successfully log in again. The passwords are different. 

So, to confirm - he could log in with my personal username, and now his username, the password has not 

been changed. 

This is very scary. Lastpass appears to be sharing or mixing up data between accounts. 

 

 

2011-03-18 06:03 

Me to Lastpass: 

FYI the username mix up is explained in more depth here: http://fer.gy/2011/03/18/serious-security-

issues-with-lastpass/ 

 

 

2011-03-24 18:02 

Lastpass to Me: 

LastPass won't want to save just a username and leave the password blank or vice versa. It will ultimately 

fill the account assuming that's what you want. This was pretty necessary for us because there's so many 

sites that support just prompting for the password (so we'd save the password only) then people would 

wonder why when they went to login we didn't save that too. 

You seem to imply that both the username and password of an account with non-blank values which 

changed which is not possible, but if you share an account with the username only and then login with the 

username and password we're going to save the password and vice-versa so if that's what you shared, 

that's expected behavior. 

Also I'd highly discourage checking the 'autologin' checkbox for something like paypal -- it's too sensitive 

and it's going to make testing what's happening very difficult. 

 

 

2011-03-28 08:20 

Me to Lastpass: 

(I provided screenshots highlighting this issue) 

Hi there, 



I got 2 emails about replies to this support request, but only see 1 comment. 

Essentially there are 2 issues that are now being discussed: 

1. The ability to tell Lastpass to not save additional data. I now understand the functionality so do not need 

further assistance with this. 

2. Lastpass is merging or sharing data between logins. This happened last week and I wrote a blog post 

about it, and I've just witnessed it again on another record. 

I have 10 PayPal login records. One is shared with an employee (it has username and password fields - the 

username is “shared”). 

The employee logged into paypal successfully at approximately 10:00am this morning. At approximately 

11:00am I logged into my personal paypal account (username “personal”) when making an eBay payment. I 

did not use the auto-login feature, but used Alt+PageUp/Down to select the correct record to login with. At 

approximately 12:00pm the shared record has the username “personal”. 

So, sometime in the time between the employee logging in this morning and now (3 hours later), the 

username for her record has been copied from my personal account which is not shared with them. 

Their Lastpass account is showing the “personal” as the username, and a hidden password. Logging in to 

PayPal is unsuccessful so presumably it is not my personal account password. Viewing the form fields 

shows the same username (personal) but a blank password field. 

However, my master copy of the record (in my lastpass account) is showing the personal username and the 

password for shared. But when I view the form fields, it is showing the personal username and personal 

password. 

Therefore, sometime this morning, Lastpass has infected the shared login with details from “personal” - 

both username and password. Those details have in part been shared with someone else. 

I consider this to be a serious security issue and would appreciate an urgent response on what is causing 

this problem and how it can be fixed. 

 

 

2011-04-04 16:11 

Me to Lastpass: 

Hi there, 

It's now been 7 days since I updated this support request regarding what I consider to be a serious security 

issue with your system, and I'm yet to receive a reply. 

Can you confirm when someone is likely to reply this? As previously mentioned I paid for premium support 

and sometimes I get replies within a few hours, sometimes it takes 7-10 days. I appreciate that you go 

through varying levels of demand, but I find it hard to believe that it can vary so much within such a short 

period of time. In light of this, I would like to ask for a refund of my premium subscription as I don't 

consider a 7 day or 11 day wait a reasonable support response time - especially considering the nature of 

the problem. 

I look forward to receiving a reply in the near future. 

Fergus 

 

 

 

 



2011-04-11 03:29 

Me to Lastpass: 

It's now been 14 days and I've not had a reply to this. Is anyone planning to respond? 

 

 

2011-04-19 03:14 

Me to Lastpass: 

Thank you for the refund. 

Would someone like to respond to my security concerns? 


